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Introduction
Known encryption algorithms and methods are built in positional number systems. Non-traditional algorithms created on the basis of positional number systems and cryptographic methods make it possible to increase the crypto-stability and efficiency of encryption algorithms. Creation of cryptographic algorithms models of information protection is considered on the basis of positional number systems using the features of the algebraic method. A feature is the implementation of positioning systems based on residual classes. At the same time, information protection is carried out by effective software as a module of combining cryptographic system. This cryptographic information security, as well as processing information in a local and distributed information environment designed to prevent unauthorized access to objects in the environment can be used as an internal information security system.
Among the tasks of the information protection system are identification, authentication and authorization (or access isolation) of users when providing secure access to local or remote data. The information protection system includes the developed multicriterial system of access isolation (MSAI). MSAI will be adapted for this information security system. The adapted MSAI is also a subsystem along with CIPF. It provides the user with a secure access area in the form of information resources group available to it in accordance with its authority. The main objective of MSAI, as a subsystem of the information protection system, is to provide multicriterial access to multilevel or classified data. A software implementation of the information system will be implemented.
In our country (mainly) foreign software, hardware applications of information protection are used. These applications are naturally transparent to their developers. In this regard, the Security Council of the Republic of Kazakhstan has accepted the Concept of Information Security of the Republic of Kazakhstan. It points out the necessity of designing a national system of providing information for various levels of its secrecy (confidentiality) with subsequent hardware and software implementation. In connection with significant change in the technical base, capabilities and scale of modern communication systems, the issue of telecommunication systems and networks has also been thrown into sharp relief.
The scientific and practical significance of the project ensues from the fact that the results obtained will contribute to the development of the main components of scientific, technical and organizational information security, which are:  development of theoretical researches and applied developments in the field of information security in infocommunication systems;  increasing the level of protection of classified information by the gradual replacement of currently used foreign cryptographic systems with national encryption systems, digital signatures and access control;  ensuring the required level of information security of limited use of accumulated, processed, transmitted through public telecommunications channels and provided to users with appropriate authority, accessible and effective means of protection. In 1648 Claude Shannon's works on the mathematical theory of cryptography were declassified. He is one of the first researchers of the cipher mathematical model. The results of his secret works K. Shannon published in 1945. These works had a strong influence on the growth and development of scientific research on the theory of cryptography [1] , [2] .
Literature review
The wide use of modern information technologies in state and financial structures, as well as in the society in general puts forward the solution of the problem of information security in number of basic ones. Except direct damage from possible information leaks, informatization can turn into means of suppressing human freedom, become a source of serious threats to the state and spiritual life of an individual [3] .
The first data encryption standard, Data Encryption Standard (DES), was published in 1977 in the USA. In 1980 it was accepted by National Institute of Standards and Technology Standards (NIST) in the USA [4] . The algorithm of the standard has been built according to Feistel's scheme and Kerckhoffs' principle.
Since 1976 cryptographic systems have been divided into two types -symmetric (with a private key) and asymmetric (with public key), that year W. Diffie's and M. Hellman's work was published, which describes the principles of cryptography with public keys [5] [6] [7] [8] .
There is sufficient experience in the use of traditional methods of encryption in the creation and practical use of the various effectiveness of methods and means of information protection in the countries of near and far abroad. It should also be noted that countries that have national standard for data encryption algorithms use software with lower cryptographic strength when exporting information and communication technology equipment to other countries, since national standards are not used in software products intended for export.
Therefore, attraction of other means to ensure information security is real necessity for Kazakhstan. All CIS countries including Russia face the same problem.
At present, there is an increased interest in the search for new effective cryptographic methods in FSU and beyond. Algorithms built in the 70-80's of the XX century, were to meet the requirements in cost-effectiveness of their implementation. Today, capabilities of the technical basis on ciphers implementation have increased a lot in comparison with the capabilities of their hardware implementation in the 70's and 80's of the last century. As a result, possibilities of their cryptanalysis have increased proportionally and requirements for cryptographic stability have substantially increased. It caused changes in modern approaches to building block ciphers with secret keys.
In May 2002 in the United States, according to the results of the competition, a new standard of AES encryption was accepted. Unlike previous algorithms, an algebraic approach is widely used when developing AES in its transformations. An algorithm with a structure based on Feistel's 'embedded' networks won in the competition in the European Union. These competitions had a strong influence on the development of cryptography and cryptanalysis [9] , [10] . In Russia, GOST 28147-89 is standard for cryptographic data conversion in information processing systems. Its application is obligatory in state and certain commercial organizations of Russia [11] . In 2011 the Republic of Belarus accepted the state standard for symmetric encryption and integrity control BelT-STB 34.101.31-2007 'Information technology and security. Cryptographic algorithms for encryption and integrity control'. Modern information technologies are actively being introduced and created in our republic -'e-technologies'. In this regard, there is a growing need for persistent and effective means to ensure information security in electronic interaction. In the information security laboratory of the Institute an encryption algorithm and an algorithm of electronic digital signature formation were developed and studied using NPNS [12] - [17] . Algorithms and methods, based on NPNS, are non-conventional, or non-positional. Key length is one of cryptographic strength indicators. In developed non-conventional encryption systems and digital signatures, it was suggested to use the cryptographic strength of encryption algorithms and digital signature calculations, which is characterized by a full secret key, as a criterion for cryptographic stability. Besides the standard secret key, it consists of secret parameters of cryptoalgorithms developed on the basis of modular arithmetic. Researches on the above-mentioned subjects are not done by other organizations in Kazakhstan. According to the open press there are no similar developments in other countries. One of the directions in the development of modular arithmetic is the research work of R.G. Biyashev on creation, analysis and use of non-positional polynomial number systems [22] . He says that the algebra of polynomials over a field modulo a polynomial irreducible over this field is a field, an analogue of the Chinese remainder theorem for polynomials, a system and the reconstruction of a polynomial from its remainders are proved. In [18, 19, 20] modeling of software implementation of asymmetric non-position encryption scheme, nonconventional encryption algorithm, cryptanalysis of encryption algorithm based on non-positional polynomial number systems.
Methods
In 1955 Czech engineer M. Valakh was the first to put forward an idea, that was actively supported by the Czech mathematician A. Svoboda, to use the system of residual classes for operations on computer numbers.
In computing practice, it was an outstanding idea, using the well-known Chinese remainder theorem. This idea attracted the attention of a large group of scientists. There was a new scientific area -modular arithmetic. The works of M. Valakh and A. Sloboda interested the Americans and a few years later they moved to the United States.
In 1955, research in this field began also in the USSR [21] , [29] . In the system of residual classes, the most powerful computers for their time were developed and created, which are still "working" in the system of the Russian antimissile defense system.
One of the areas of the development of modular arithmetic is the research work of the scientific project supervisor R.G.Biyashev on the creation, analysis and use of non-position polynomial number notations [22] .
He says that the algebra of polynomials over a field modulo a polynomial irreducible over this field is a field, an analogue of the Chinese remainder theorem for polynomials, a system, and the reconstruction of a polynomial from its remainders has been proved.
In [24, 25, 26] , a model of an encryption algorithm developed on the basis of non-position polynomial number notations has been proposed. The possibility of modification of the developed model using Feistel network and encryption modes has been considered. The proposed model of the cryptographic algorithm will significantly increase the statistical characteristics of the obtained ciphertexts.
In the protection of information in the creation of a system for the formation and distribution of keys, the cryptographic stability of the encryption algorithm is used as the criterion for encryption and the cryptographic stability of digital systems, but not the key length. This system is based on the use of arithmetic of positioning systems, that is, the use of the system of calculation of residual classes.
In the classical system of residual classes, the basis of the number system is taken to be relatively prime numbers, then any number is represented as the remainder of the division into a system. In comparison of the classical system, the proposed cryptographic procedures are considered in the residual classes of the number system, where prime numbers are taken as a basis. In the encryption algorithm, the key sequence and prime numbers are taken as the full key, and as the basis of the system, all prime numbers not exceeding the length of the encrypted message from the selected bases in the order of distribution are selected [27, 28] .
If a set of positive integers
is given, hereinafter referred to as the basis of the system, then the number system in the residual classes is understood to be a system in which a positive integer N is represented as a set of residues on the selected grounds ) ,..., , ( Thus, in a classical system of residual classes (SRC) pairwise prime numbers are chosen as a system of bases, and any number in it is uniquely represented by its residues (deductions) from dividing by this basis system. Example 1. Let the bases of SRC be numbers (2)
The range of SRC is defined as 
А=17=(2,2.3), В=63=(0,3,0).
We consider the rules of performing addition and multiplication operations in a system of residual classes, in case if both numbers and the result of the operation are in the range [0, P). Here the following relations hold;
It is proved that the digits of the result of addition and multiplication are taken respectively: Example 3. Let us find the product of numbers A = 17 and B = 6. In the system of residual classes (for the example 1), they will be presented as:
А=17= (2,2.3), В=6=(0,1,6 ). In accordance with the formula (4), AB = (0,2,4) and is equal to 102.
Results.
Unlike classical systems in residual classes, the proposed cryptographic procedures are considered in polynomial number systems in residual classes in which polynomials are considered instead of numbers and the bases are not simple numbers but irreducible polynomials with binary coefficients.
Irreducible polynomials in the NPNS are the analog of prime numbers in system of residual classes.
The non-position polynomial number notation is constructed in a manner similar to the classical SRC. We denote the chosen polynomial bases
, they are called working bases (since in the formation algorithm of the electronic digital signature the redundant or additional bases will be introduced).
The procedure of selecting the working bases will be described below when deriving Eq. (12). 
Algorithm of encryption based on the positional number notation
The nontraditional algorithm of encrypting an electronic message of a given length N includes two steps:
-the choice of a system of polynomial bases (the formation of NPNS) and the order of their location; -generation of a key (pseudo-random) sequence.
These two stages describe the choice of one (or one variant) of the base system. Their essence consists in the following. are selected in such a way that the first l 1 bits of the message are mapped to the binary residual coefficients  1 , the next bits l 2 are the residual binary coefficients  2 , and so on, the binary coefficients  S of the residue are mapped to the last binary bits l S .
The representation (or reconstruction) in the positional form of the polynomial F is made by its non-position form (7) . In the case of storage, transmission and processing of information, it is carried out according to the following formula: When decrypting the cryptogram H from the known key G for each value i  , the inverse polynomial is calculated, as follows from (11) , from the condition that the following comparison is performed: (12) ) (mod 1
As a result, a polynomial inverse ) ,..., , (
obtained. Then the original message in accordance with (11) and (12) is restored through deductions by the following comparisons: 
